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1. Introduction

The Industrial Revolution 4.0 has transformed how traditional businesses manage operations, aiming to
enhance productivity, efficiency, and customer service through widespread technology and internet adoption. This
is critical for organizations to sustain competitiveness by implementing Digital Transformation (DT) [1]. According
to [2], DT is a process of fundamental change enabled by innovative digital technologies and the strategic utilization
of key resources and capabilities, aiming to radically improve an entity and redefine its value proposition for
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stakeholders. Additionally, DT is an ongoing process that seeks to improve an entity by triggering significant
changes in its properties through a combination of information technology, computing, communications, and
connectivity [3]. The increasing need for DT is driven partly by regulatory policies and partly by global changes
triggered by the COVID-19 pandemic. This transformation can be achieved by adopting innovative digital
technologies and strategically deploying core resources and capabilities. The primary purpose of DT is to create
fundamental changes in entities such as organizations, business networks, industries, or corporations, while
rearticulating the value offered to stakeholders [4].

To achieve successful DT, companies must develop new IT capabilities aligned with strategic priorities in the
digital realm, encompassing four key elements: technology, governance, processes, and talent. To remain
competitive in the DT era, organizations must possess sufficient speed and flexibility to seize emerging business
opportunities identified and prioritized through digital technologies [5]. These technologies include social, mobile,
analytics, cloud, and the Internet of Things (IoT), collectively referred to as SMACIT+, which also encompasses
emerging technologies such as artificial intelligence, blockchain, robotics, and virtual reality. The integration and
utilization of these technologies at individual, group, or societal levels have significant consequences for
individuals, groups, and society [6].

Usaha Mikro Kecil dan Menengah (UMKM), or Small and Medium Enterprises (SMEs), as defined by [7], are
business activities that expand employment, provide broad economic services to the community, contribute to
income equalization, promote economic growth, and enhance national stability. According to [8] on Banking,
Indonesia’s banking structure comprises Commercial Banks and Bank Perckonomian Rakyat (BPR). Per [9] on the
Development and Strengthening of the Financial Sector, Commercial Banks and BPRs differ in several aspects.
Commercial Banks are limited liability companies, while BPRs may be limited liability companies or cooperatives.
Commercial Banks have higher capital limits than BPRs [9]. Additionally, BPRs operate within a limited geographic
area compared to Commercial Banks and focus on serving different market segments. Financial institutions offering
services to micro-enterprises, such as national micro-banking units, BPRs, and BPRS, are classified as formal
microfinance entities operating under banking regulatory laws [10]. Thus, BPRs can be considered SMEs in the
banking sector due to their smaller scale compared to Commercial Banks.

As a financial service institution serving small and medium segments conventionally, the institution in focus
does not provide payment traffic services. It must assess the implementation of good corporate governance.
According to [11], Information Technology Governance (ITG) is defined as leadership, organizational structures,
processes, and relational mechanisms that ensure an organization’s IT sustains and extends its strategy and
objectives. The institution requires an appropriate ITG framework to address the DT process. The COBIT 2019
framework, the latest version of COBIT, is suitable due to its design factors that enable precise alignment of ITG
mechanisms with business goals, particularly in the SME context [12]. This research employs the COBIT 2019 SME
Focus Area, which focuses on designing ITG for SMEs to achieve DT [13], [14].

Despite the importance of ITG, many Princeps 2 notes that many DT efforts fail due to inadequate ITG [15].
Previous research has explored Information Technology Governance and Management (ITGM) mechanisms
influencing DT [5] and validated their impact. Studies have identified hybrid ITGM mechanisms, combining agile-
adaptive and traditional approaches, that influence DT in Indonesia’s banking and insurance industries. These
mechanisms include both perceived effectiveness and ease of implementation [16]. Further research [4] measured
the influence of these mechanisms, finding a moderate impact on DT and a strong influence of DT on organizational
performance (OP). Other studies have investigated ambidextrous IT mechanisms critical to DT success in an award-
winning Indonesian bank, including their impact on DT and OP [17]. According to Mulyana et al. [18], ambidextrous
ITG refers to “a synergistic combination of agile-adaptive and traditional ITG mechanisms that balance the
dynamics of exploration with the flexibility of innovation, adaptability, and exploitation with the stability of
efficiency control, enabling organizations to optimize their digital and IT risks and resources toward value
realization.”

While hybrid ITG models combining traditional and agile approaches have proven effective for large banks,
their applicability to SMEs remains untested. Previous research in banking has identified ITG mechanisms
influencing DT and OP [19] and tested their influence model [20]. Studies using COBIT 2019 have underscored ITG's
importance for DT in general [21], [22], as well as in IT services [23], DevOps [24], IT risk [25], and information
security [26]. This research addresses a gap by analyzing the COBIT 2019 SME Focus Area’s application to ITG
challenges in DT for BPRs as SMEs in the banking sector. The framework’s applicability in this context, particularly
within banking, remains underexplored.

This study fills this gap by analyzing its relevance to small banks, addressing the following questions: (1) How
can ITG solutions be recommended based on a gap analysis of the COBIT 2019 SME Focus Area’s priority design
factors for DT in SMEs? (2) How can ITG be designed using the seven components of COBIT 2019 within the SME
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Focus Area to support DT in SMEs? (3) Finally, how can the estimated improvement in ITG capability, based on the
COBIT 2019 SME Focus Area, impact DT in SMEs? This research aims to align ITG practices with organizational
strategy, enabling the institution to achieve its DT objectives. The proposed web-based solution drives DT by
enhancing efficiency, technology integration, ITG flexibility, and business competitiveness, particularly for SMEs.

2. Material and method

This study adopts the Design Science Research (DSR) framework, which provides a concise and clear
methodology for conducting and evaluating information systems research [27]. As shown in Fig. 1, DSR outlines
problem formulation, relevant theories, and the scope of research discussion, divided into three sections:
Environment, Information Systems Research, and Knowledge Base. The DSR method was selected because it
systematically identifies problems, designs solutions based on the COBIT 2019 SME Focus Area, and evaluates their
effectiveness, thereby enhancing the validity of the IT Governance (ITG) approach to support digital transformation
(DT). Data were collected through semi-structured interviews and document analysis to ensure the solutions’
relevance to organizational needs. Additionally, user involvement, including management and staff, was integrated
into system development to ensure stakeholder inclusion, validate findings, and align solutions with operational
conditions and organizational strategy.

Fig. 1 presents a framework adapted from Hevner [22]. This framework encompasses three scopes:
Environment, Information Systems Research, and Knowledge Base. The Environment scope includes three
components: People, Organization, and Technology. The Knowledge Base scope is divided into two categories:
Foundations and Methodologies. Elements from the Environment and Knowledge Base scopes are synthesized to
focus on Information Systems Research, which comprises two interdependent processes: Build/Develop and
Justify/Evaluate. Fig. 2 illustrates the five stages of the research process in this study, adapted from [27].
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Table 1
Primary data.

Respondent  Position Discussion
R1 Head of IT IT policies, procurement, development processes, technology adoption, and methodologies
R2 Head of Risk Management  Risk management policy, risk analysis process, and risk implementation at BPRCCo
R3 Head of Compliance Policies and procedures, regulatory, and regulatory compliance processes
R4 Compliance Staff Policies and procedures, regulatory, and regulatory compliance processes
R5 Human Resources Staff Personnel (central and branch employees, payroll process, and training program)
R6 Administration Staff BPRCCo profile and administration
R7 Expert ITGDT BPR Evaluation of research analysis results
Table 2

Secondary data.

Data Description

BPRCCo Profile The overview of the BPRCCo

BPRCCo Governance Implementation Report The BPRCCo’s annual governance report to related institutions
BPRCCo Organizational Structure The organizational structure of the BPRCCo

BPRCCo Policy and Procedure Documents The collection of policy and procedure documents at BPRCCo

Table 3
ITGM Objectives prioritization result.

ITGM objectives 1) ) 3) (4) Final score
MEAQ3: Managed Compliance with External Requirements 100 100 80 100 97
EDMO03: Ensured Risk Optimization 100 95 80 100 96
APO12: Managed Risk 100 75 80 100 93

Note: (1) Regulation POJK 75 and SEOJK 15, (2) COBIT 2019 Design Factor, (3) COBIT 2019 SME Focus Area, (4) Past Research

Fig. 2 outlines the step-by-step research process as follows. First, the problem identification stage involves
identifying issues related to IT Governance (ITG) preparation through a literature review to define the problem,
objectives, research scope, and benefits. Second, the requirement specification stage includes preparing a list of
questions for semi-structured interviews. According to [28], interviews were conducted until data saturation was
achieved, focusing on capturing perspectives on specific topics. Individual perspectives were explored in depth,
while group perspectives provided broader insights. This approach enabled efficient data collection within a short
time frame. Data were collected from BPRCCo, a banking company. Data collection is categorized into two types:
primary data, obtained directly from primary sources, and secondary data. Semi-structured interviews served as
the primary data collection method. Primary data are presented in Table 1, detailing the systematic offline and
online interviews conducted.

The study involved seven respondents who assisted the researcher in assessing BPRCCo's current state,
conducting a gap analysis of the seven components of the governance system, identifying the potential governance
system, and determining potential improvements. Table 2 presents the secondary data used to support the primary
data in evaluating BPRCCo's condition to formulate improvement recommendations. The third stage, designing
and constructing, involves analyzing improvement recommendations based on resources, risk, and value, and
preparing recommendations for people, processes, and technology. The fourth stage, demonstration, includes
preparing an improvement implementation roadmap and analyzing the effects of the draft improvement
recommendations. The fifth stage, evaluation, tests credibility, transferability, dependability, and confirmability
[29].

3. Results and discussion
3.1. Problem identification

This research began by identifying problems in the banking sector, particularly in small and medium enterprises
(SMEs), specifically Bank Perkreditan Rakyat (BPR). The problem identification process involved determining the

scope, objectives, and benefits of the research. The research scope focuses on BPRCCo, a company operating under
the supervision of the Otoritas Jasa Keuangan (OJK), which conducts conventional banking activities.
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Table 4
Process component analysis result.

Management practices Capability
Achievement
Objective Sub-objective Level Achieve
EDMO03 EDMO03.01 Evaluate risk management. 100% (Fully) 2 4
100% (Fully) 3
EDMO03.02 Direct risk management. 100% (Fully) 2
100% (Fully) 3
EDMO03.03 Monitor risk management. 100% (Fully) 2
100% (Fully) 3
100% (Fully) 4
APO12 APO12.01 Collect data 100% (Fully) 2 2
100% (Fully) 3
75% (Largely) 4
APO12.02 Analyze risk. 100% (Fully) 3
100% (Fully) 4
100% (Fully) 5
APO12.03 Maintain a risk profile. 100% (Fully) 2
100% (Fully) 3
100% (Fully) 4
APO12.04 Articulate risk. 100% (Fully) 3
100% (Fully) 4
APO12.05 Define a risk management action portfolio. 100% (Fully) 2
0% (Not Achieved) 3
APO12.06 Respond to risk. 100% (Fully) 3
100% (Fully) 4
100% (Fully) 5
MEAO03 MEAO03.01 Identify external compliance requirements. 100% (Fully) 2 2
100% (Fully) 3
MEAO03.02 Optimize response to external requirements. 100% (Fully) 3
MEAQ03.03 Confirm external compliance. 75% (Largely) 3
100% (Fully) 4
100% (Fully) 5
MEAQ03.04 Obtain assurance of external compliance. 100% (Fully) 3
50% (Partially) 4

The COBIT 2019 SME Focus Area framework was employed to develop Information Technology Governance
(ITG) for Digital Transformation (DT) at BPRCCo. Additionally, the COBIT 2019 Design Toolkit was used, applying
design factor analysis (factors one to ten) to prioritize IT Governance and Management (ITGM) objectives. The
assessment of three ITGM objectives serves as a benchmark to evaluate BPRCCo's current condition and determine
the target capability level.

3.2. Problem identification
3.2.1. ITGM objectives prioritization result

The final prioritization of IT Governance and Management (ITGM) objectives is determined based on four
factors: the sequence of design factors, the SME Focus Areas from the COBIT 2019 SME Focus Area framework,
regulations outlined in OJK [30], [31], and findings from previous research. Table 3 presents the final prioritization
results. The highest prioritization score is achieved by MEA03: Managed Compliance with External Requirements,
with an accumulated weight of 97. The second-highest score is achieved by EDMO03: Ensured Risk Optimization,
with an accumulated weight of 96. The third-highest score is achieved by APO12: Managed Risk, with an
accumulated weight of 93.

Table 4 indicates that each management practice within EDM03: Ensured Risk Optimization, APO12: Managed
Risk, and MEAOQ3: Managed Compliance with External Requirements has a capability level based on the COBIT
2019 SME Focus Area framework. The process component assessment shows that each practice has achieved a
certain level of performance. The organizational structure of BPRCCo was evaluated with reference to the COBIT
2019 SME Focus Area framework and the Skills Framework for the Information Age 8 [32].
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Table 5
People, skills, and competencies component analysis result

Objective  Skills Current State

EDMO03 Business Risk Management BPRCCo has the skills for pre-defined business risk management analysis.

Risk Management There is a Risk Management Team in BPRCCo that has the competency for risk management.
APO12 Business Risk Management =~ BPRCCo has the skills for predefined business risk management analysis.

Information Assurance BPRCCo has implemented measures to protect information systems, especially in the IT Team.

Risk Management BPRCCo does not yet have a training and education program related to risk management.*
MEAO03 Information Security BPRCCo does not yet have a compliance training and education program.*

Note: * means improved

Table 6
Principles, policies, and procedures component analysis result

Relevance principles, policies, and procedures Current State

EDMO03 BPRCCo has a risk management policy that regulates the
Enterprise risk policy - Defines at a strategic, tactical and operational level identification, collection, analysis, and maintenance of risk
how enterprise risk should be organized and managed in accordance with  profile.

the company's business objectives. This policy should support the principles

of enterprise risk governance and outline risk management activities.

MEAOQ3 BPRCCo does not yet have governance procedures that
Compliance policy - Identify regulatory, contractual, and internal cover compliance requirements.*

compliance requirements. Describes the process for assessing compliance

with regulatory, contractual, and internal requirements. Lists roles and

responsibilities for various activities in the process and provides guidance

on metrics to measure compliance. Obtain compliance reports and confirm

compliance or corrective actions to address compliance gaps in a timely

manner.

Note: * means improved

3.2.2. Gap analysis result

This evaluation focused on the organizational structure as the primary decision-making entity in the company.
Table Al (see Appendices) reveals gaps in the organizational structure, specifically the absence of a Security
Manager and a Legal role at BPRCCo. Table A2 in Appendices identifies gaps in the information component,
indicating that BPRCCo has not fully implemented the follow-up plan for the findings related to the management
practices in EDM03, APO12, and MEAO3.

Table 5 shows that the management practices EDMO03 Ensured Risk Optimization, APO12 Managed Risk, and
MEAO03 Managed Compliance with External Requirements all revealed gaps in the 'people, skills, and competencies'
component. Specifically, BPRCCo lacks training and education programs related to risk management and
compliance. This finding is supported by a respondent who stated, “Our bank only involves the head of the section
to attend training but has not included the staff below him.” This statement illustrates the current deficiency in
BPRCCo's risk management skills.

Similarly, Table 6 indicates that these same management practices (EDM03, APO12, and MEAO03) revealed gaps
in the 'principles, policies, and procedures' component, as BPRCCo does not yet have governance procedures that
cover compliance requirements. This is corroborated by Compliance staff, who explained that BPRCCo lacks such
governance procedures. During an interview, a respondent further confirmed this, mentioning, “We [at] BPRCCo
do not yet have a procedure that regulates activities and processes related to compliance, but we will design it for
next year along with the OJK regulations released regarding this matter.” This statement is reflected in the gap
analysis of the 'principles, policies, and procedures' component.

Table 7 highlights that these management practices also identified gaps in the 'culture, ethics, and behavior'
component. BPRCCo staff lack risk-related awareness, including an understanding of internal and external risk
factors for each team, and are not aware of established policies, procedures, and applicable regulatory compliance.
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Culture, ethics, and behavior component analysis result
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No  Objective

Key culture elements

Current state

1 EDMO03

2 APO12

Promote an I&T risk-aware culture at all levels of the
organization and proactively empower the company to
identify, report, and improve 1&T risks, opportunities, and
potential business impacts. Senior management sets
direction and demonstrates real and genuine support for
risk practices. In addition, management should clearly
define risk appetite and ensure appropriate levels of debate
as part of business-as-usual activities. Desirable behaviors
include encouraging employees to raise issues or negative
outcomes and demonstrating transparency with respect to
1&T risks. Business owners should accept ownership of 1&T
risks where applicable and demonstrate a genuine
commitment to I&T risk management by providing
adequate resources.

To support a transparent and participatory risk culture,
senior management must set direction and demonstrate
real and genuine support for the incorporation of risk

BPRCCo has implemented a proactive culture in the
identification, reporting and potential business impact on
the company.

BPRCCo staff do not yet have an awareness of risk analysis
to determine the internal and external risk factors for each
team.*

practices across the enterprise. Management should
encourage open communication and business ownership
for IT-related business risks. Expected behaviors include
aligning policies with established risk appetite, reporting
risk trends to senior management and risk governing
bodies, rewarding effective risk management, and
proactively monitoring risks and progress on risk action
plans.

3 MEAO03 BPRCCo staff do not have an awareness of all the

provisions that have been made and authorized in the

Promote a compliance-conscious culture, including zero
tolerance for non-compliance with legal and regulatory
requirements. form of policies, procedures, and compliance with

applicable regulations. *

Note: * means improved

Table 8
Services, infrastructure, and application component analysis result

No Objective  Services, infrastructure, and application Current state
1 EDMO03 Risk Management System ISMS (Information System Management System), Data Center
2 APO12 Crisis Management Services Disaster Recovery, Data Center
Governance, Risk and Compliance (GRC) Tools Statement of Applicable (SOA) ISO 27001:2022
Risk Analysis Tools OJK and BI Forms
Risk Intelligence Services Does not yet have an application related to risk intelligence
3 MEAO03 Regulatory Watch Services Do not yet have an application to support the compliance process*

Third-Party Compliance Assessment Services ISO 27001:2022 compliance and Assessment Consultant

Note: * means improved

Furthermore, Table 8 indicates that EDM03, APO12, and MEAO3 found gaps in the 'services, infrastructure, and
application' component. BPRCCo lacks:

e applications to mitigate risks related to incident handling management,

e services or software for managing governance and compliance,

e applications or services for assessing, monitoring, and overseeing risks related to BPRCCo, and

e applications to support the monitoring of findings, follow-up, and compliance.

3.2.3. Potential improvement
Finally, Table A3 (see Appendices) presents potential improvements across three aspects (people, process, and
technology) for EDMO03 Ensured Risk Optimization, APO12 Managed Risk, and MEA03 Managed Compliance with

External Requirements. These improvements address seven components from COBIT 2019 and are categorized by
these three aspects: People, Process, and Technology.
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Impact estimation on process component capability level
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ITGM Objective Previous capability level Estimated capability after recommendation
EDMO03 Ensured Risk Optimization 10 10

APO12 Managed Risk 23 25

MEAO03 Managed Compliance with External Requirements 11 15

Total Amount 44 50

Total Score 3.38 3.84

Table 10

Impact estimation on Organization Structure, Information, People, Skill, and Competencies, Principles, Policies, and Procedures, Culture,
Ethics, and Behavior, Service, Infrastructure, and Application Component

Component

Previous State

State after Recommendation

Organization Structure

Information

People, Skills, and Competencies

Principles, Policies, and Procedures

Culture, Etchics, and Behavior

Services, Infrastructure, and
Applications

BPRCCo has a manager responsible for all aspects
of IT security management. However, the Bank
only has a network security section/team. The bank
does not have a general IT security role head.
BPRCCo does not currently have a role responsible
for guidance on legal and regulatory matters.

The working papers of the plan are responsive to
implementation. However, during the execution of
BPRCCo, not all of these plans were implemented
as planned, so there is no report recording the gap
follow-up.

BPRCCo does not yet have a training and
education program related to risk management.

BPRCCo does not yet have a training and
education program related to compliance.

BPRCCo does not yet have IT governance
procedures that include compliance requirements.

BPRCCo staff do not have an awareness of risk
analysis to determine the internal and external risk
factors for each team.

BPRCCo staff do not have an awareness of all the
provisions that have been made and ratified in the
form of policies, procedures, and compliance with
applicable regulations.

Disaster Recovery, Data Center
Statement of Applicable (SOA) ISO 27001:2022

Does not yet have an application related to risk
intelligence

Does not yet have an application to support the
compliance process

IT Security role and responsibilities
fulfilled

Legal role and responsibilities fulfilled

Gap Follow-up Monitoring Record Report
Document.

Risk Management Training
Compliance Training
IT Governance Procedure

Risk Management Awareness

Compliance Awareness

Disaster Recovery, Data Center, SIEM
Statement of Applicable (SOA) ISO
27001:2022, Compliance 360, SAP GRC
FICO Score, Tableau, SAS Risk
Management

Complysci, Auditboard

3.3. Designing and constructing

Table A4 (see Appendices) shows the prioritization of improvements based on the final value obtained from

the results of the analysis of resources, risk, and value for each potential improvement to three aspects: people,
process, and technology by considering the criteria for assessing resources [33], risks [34], and values [35].

3.4. Demonstration

Table A5 (see Appendices) presents the implementation roadmap designed for the suggested

recommendations, which stem from potential improvements. The roadmap's development considered resource,

risk, and value analysis, with prioritization guided by the priorities in Table A4. The roadmap itself is structured
into four quarters over one year; however, the estimated implementation of these recommendations across people,

process, and technology aspects is projected to take two years, from 2025 to 2026.
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Table 9 illustrates the pre- and post-improvement capability levels. The capability level for EDM03 Ensured
Risk Optimization shows no change, and it is noted that BPRCCo does not have a gap in the process components
for this objective. APO12 Managed Risk exhibits an increased capability level, from 23 to 25, while MEA03 Managed
Compliance with External Requirements increases from 11 to 15. Such increases are realized if BPRCCo fulfills all
recommendations for each management practice, as specified by the COBIT 2019 SME Focus Area.

Drawing from the COBIT 2019 SME Focus Area, which includes components such as Organization Structure,
Information, People, Skills, and Competencies, Principles, Policies, and Procedures, Culture, Ethics, and Behavior,
and the Service, Infrastructure, and Application Component, the estimated design influence based on
recommendations for BPRCCo is detailed below in Table 10.

3.5. Evaluation

In this study, there are four criteria for examining qualitative method research data to be tested by testing
credibility, transferability, dependability, and confirmability [29]. Credibility is a key factor in evaluation techniques
that prioritize internal validity. It involves researchers conducting measurements and checks to ensure the research
aligns with its intended purpose [29]. In this study, credibility is demonstrated by presenting findings or gaps within
BPRCCo, for which improvements were subsequently designed to be adoptable and implementable by the research
object, BPRCCo. Transferability relates to the external validity of a study, assessing the extent to which findings can
be accurately and effectively applied to other contexts or settings. In this investigation, external validity was
addressed by formulating recommendations based on potential improvements. These recommendations are
organized according to appropriate guidelines, illustrating how the findings can be extrapolated to other scenarios
within information security management. The applicability of the designed improvements, based on research
findings and including potential enhancements, to BPRCCo or similar contexts demonstrates transferability in this
study [29].

Research is considered dependable (or reliable) if it can be replicated under similar conditions (context,
methodology), yielding consistent results [29]. In this study, dependability is supported by comprehensive research
documentation, including interview questions, transcripts, appendices of assessment results (using COBIT 2019
SME Focus Area framework tools), and documentation of suggested improvements for BPRCCo. This detailed
documentation aims to ensure that the research process is transparent and could, in principle, lead to consistent
analysis if replicated. Confirmability is a fundamental criterion in evaluation methodologies that emphasize
objectivity. Research objectivity is considered achieved if the findings are grounded in the data and can be
corroborated by others, rather than stemming solely from the researcher's biases or perspectives [29]. In this study,
confirmability is addressed through the clear articulation of the research scope, methods, and identified gaps at
BPRCCo. Furthermore, the research process and findings have been verified by relevant parties, including BPRCCo
representatives, ITGDT BPR experts, and peer reviewers, to ensure the results are supported by the evidence.

3.6. Discussions

This research confirms that effective ITG mechanisms are critical to the digital transformation of SMEs such as
BPRs. This finding is in line with previous research conducted on large banks, which also highlights ITG's crucial
role in successful DT; this study affirms its importance for BPRs. BPRCCo faces challenges in implementing
ambidextrous or hybrid ITG, mainly due to limited human and financial resources. However, with the right
approach that combines agile methodologies for rapid development and traditional approaches to ensure
operational stability, BPRCCo can improve its efficiency and responsiveness.

The results of this study make an important contribution to the understanding of how an ambidextrous
approach can be adapted and applied in organizations with limited resources. This approach demonstrates the
importance of flexibility and customization of IT policies to suit different scales of organizations. As such, this
research paves the way for BPRCCo to implement more effective strategies to address the challenges of DT,
maximize the potential of existing resources, and improve its competitiveness in the digital age.

However, the proposed ambidextrous approach still has limitations in scalability and adaptation to regulatory
changes, particularly for resource-constrained SME banks. Further testing across various sectors is needed to ensure
its broad effectiveness. Future developments may include the integration of artificial intelligence for decision
automation and enhanced interoperability with other digital banking systems.
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4. Conclusions

This study has several limitations, including potential bias due to its single case study design, limited
generalizability beyond BPRCCo'’s specific banking context, inherent researcher subjectivity, and conclusions that
may primarily apply to BPRs or similar entities. The research analysis identified three priority controls for BPRCCo:
EDMO3 (Ensured Risk Optimization), APO12 (Managed Risk), and MEA03 (Managed Compliance with External
Requirements). The capability level before improvement was 3.38, which increased to 3.84 post-improvement,
representing a gain of 0.46. Potential areas for further improvement include the people, process, and technology
aspects.

This research is expected to enrich the ITG knowledge base for SME digital transformation and offer valuable
practical insights for the management of similar organizations. It contributes to the literature by analyzing the
application of ITG in the digital transformation (DT) of SMEs, particularly within the small-scale banking sector.
Practically, the findings —leveraging COBIT 2019 —can be applied to other industries facing similar challenges in
risk management, regulatory compliance, and operational efficiency. However, the proposed solutions and
frameworks may have limitations in terms of adaptability to rapid regulatory changes and integration with highly
advanced banking technologies.

Future research directions include testing the approach across a broader range of case studies, exploring the use
of AI for risk management, and investigating blockchain integration to enhance security and operational
transparency.
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Table Al

Organization structure component analysis result
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COBIT Post Objective Current State

Board EDMO03 President Director - BPRCCo has a Board or group of executives and/or directors
who are responsible for corporate governance and have full control over its
resources.

Executive Committee EDMO03 Board of Commissioners - The Company has a group of senior executives involved

Financial Manager
General Manager

Operations Manager

Head of IT

Security Manager

Business Process Owners

Security Expert
IT Development Coordinator
IT Operations Coordinator

Privacy Officer

Legal Department

Compliance or Quality

Audit

EDMO03, MEAO3

EDMO03, MEAO3
EDMO03, MEAO3

EDMO03, APO12,
MEAO03

EDMO03

APO12, MEAO3

APO12

APO12, MEAO3

APO12, MEAO3

APO12, MEAO3

MEAO03

MEAO03

MEAO03

in managing the portfolio of IT-enabled Investments, IT services and IT assets,
ensuring that value is delivered, and risk is managed. This committee is usually
chaired by a board member.

Consumer Credit Director - BPRCCo has managers responsible for all aspects of
finance, including financial risks and controls and reliable and accurate accounts.

Chief Operating Officer - BPRCCo has the highest functioning section responsible for
the total management of the company.

Head of IT - BPRCCo has in place a manager responsible for aligning IT and business
strategies and is accountable for planning, resourcing and managing the delivery of
IT services and solutions and solutions to support corporate objectives.

Infrastructure & Network Security - BPRCCo has a manager responsible for all
aspects of IT security management. However, the Bank only has a network security
section/team. The bank does not have a general IT security role head.*

Head of Operations, Head of Marketing, Head of Billing - BPRCCo has a section that
is responsible for the performance of a process in realizing its objectives, driving
process improvements and approving process changes.

Security Expert / Head of IT - BPRCCo has a role that is responsible for the security
management aspects of the company.

Application & System Development - BPRCCo has a role that is responsible for the
process of developing IT-related solutions.

Network Infrastructure & Security - BPRCCo has a role responsible for the IT
operational environment and infrastructure.

Risk Management - BPRCCo has a role responsible for monitoring the risks and
business impact of privacy laws and for guiding and coordinating the
implementation of policies and activities that ensure compliance.

Legal Department - BPRCCo does not currently have a role responsible for guidance
on legal and regulatory matters.*

Compliance - BPRCCo has a function within the company responsible for all external
compliance guidance.

Internal Audit Unit - BPRCCo has the role of being responsible for the provision of
internal audit.

Note: * means improvement

Table A2

Information component analysis result

Objective Information Output Current State
EDMO03.01 Risk Appetite Guidance BPRCCo currently has a risk appetite that is recognized and
Evaluate Risk approved by the board.
Management Evaluation of Risk Management Activities BPRCCo has conducted an evaluation of its risk
management activities.
Approved Risk Tolerance Levels The Risk Management Team at BPRCCo has assessed the
level of each risk.
EDMO03.02 Direct ~ Approved Process for Measuring Risk Management BPRCCo involves the board of commissioners to approve
Risk and evaluate risk management policies.
Management Key Objectives to be Monitored for Risk Management The Risk Monitoring Committee of BPRCCo has monitored
the implementation of risk management activities.
Risk Management Policies BPRCCo has risk management policies, risk management
procedures, and risk limit setting.
EDMO03.03 Remedial Actions to Address Risk Management BPRCCo corrects risk management deviations that have
Monitor Risk Deviations been mitigated.
Management Risk Management Issues for the Board The Risk Monitoring Committee reports to the Board of

Commissioners on various risks and potential risks faced
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Table A2

Information component analysis result
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Objective Information Output Current State
by BPRCCo and the implementation of risk management by
the Board of Directors.
APO12.01 Identified Risk Issues and Factors BPRCCo determines the current conditions to find out what
Collect data. factors influence the occurrence of risks.
Data on Risk Events and Contributing Factors BPRCCo records incidents and incident factors and/or
problems that occur.
APO12.02 Risk Analysis Results BPRCCo has a risk register to keep up to date on the
Analyze risk. combined risk scenarios that are occurring.
APO12.03 Documented Risk Profile, Including Status of Risk BPRCCo has a risk profile to identify the current condition
Maintain a risk Management Actions of the company.
profile.
APO12.04 Risk Analysis and Risk Profile Reports for Stakeholders =~ BPRCCo conveys risk scenarios via email with the aim that
Articulate risk. relevant stakeholders can understand the risks to make
decisions.
Results of Third-Party Risk Assessments BPRCCo has evaluated the assessment of third parties.
APO12.05 Project Proposals for Reducing Risk BPRCCo has developed a document to attach possible
Define a risk strategic opportunities to reduce the Bank's risk.
management

action portfolio.

APO12.06
Respond to risk.

MEAO03.01
Identify external
compliance
requirements.

MEA03.02
Optimize
response to
external
requirements.

MEAO03.03
Confirm external
compliance.

Risk Impact Communication

Risk-Related Root Causes

Log of Required Compliance Actions

Compliance Requirements Register

Communications of Changed Compliance Requirements

Updated I&T Policies and Procedures

Compliance Confirmations

Identified Compliance Gaps

The working papers of the plan are responsive to be
implemented, but during execution not all plans are
responsive to be implemented as planned.*

The company has recorded the cause and follow-up
findings.

BPRCCo records the current state of all relevant legal,
regulatory, and contractual requirements, their impact, and
required actions.

BPRCCo maintains an overall list of harmonized and
integrated external compliance requirements for the
company.

If there are changes to requirements and compliance,
approved policy, standards and procedures documents can
be socialized to the teams involved via email or can be
presented online.

BPRCCo has updated policies and/or procedures when
there is a change in new legal requirements.

BPRCCo has a compliance letter that contains the status of
each regulatory regulation.

BPRCCo's Compliance Team evaluates the company's
processes and activities based on regulatory compliance.

Table A3

Potential Improvement

No  Aspect Component Type Potential Improvement
1 People (EDMO03, Organization Roles and Responsibility =~ Added an IT Security role responsible for all aspects of
APO12, MEAO3) Structure IT security management.
2 People (EDMO03, Organization Roles and Responsibility ~ Add a Legal role responsible for guidance on legal and
APO12, MEAO3) Structure regulatory issues.
3 People (EDMO03, People, Skills, and Skills & Awareness Create a training program or townhall related to risk
APO12, MEAO3) Competencies management.
4 People (EDMO03, People, Skills, and Skills & Awareness Create a training program or townhall related to
APO12, MEAO3) Competencies compliance with external policies, procedures, and
regulations.
5 People (EDMO03, Culture, Ethics, and Skills & Awareness Create awareness in the form of media posters or
APO12, MEAO3) Behavior videos related to risk awareness in organizations
channeled through email.
6 People (EDMO3, Culture, Ethics, and Skills & Awareness Create awareness in the form of media posters or

APO12, MEAO3)

Behavior
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Table A3
Potential Improvement
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No  Aspect Component Type Potential Improvement

7 Process (APO12) Process Policy Create an IT Quality Management program that
contains findings, recommendations, and follow-ups
which will then be reported to relevant parties.

8 Process (APO12) Process Procedures Add provisions related to conducting internal and
external risk analysis with a time scale of 1 (one) time
per 3 (three) months in risk management procedures.

9 Process (APO12) Process Procedures Adding provisions on the scale of evaluation of
company processes and activities against regulators 1
(one) time per 3 (three) months in governance
procedures.

10 Process (APO12) Process Procedures Adding provisions related to the process of monitoring
and reporting compliance status to relevant internal
parties in the governance procedures.

11 Process (APO12) Principles, Policies, Procedures Add procedures containing provisions, processes, and

and Procedures sub-processes in implementing compliance
governance.
12 Process (APO12) Information Record Adding supervisory records based on the execution of
the follow-up plan of the findings.
13 Technology (APO12)  Services, Tools Adding tools that can assist BPRCCo in minimizing
Infrastructure, and risks related to incident handling management.
Application

14  Technology (APO12)  Services, Tools Adding software that has the function to manage the
Infrastructure, and Bank's governance and compliance.
Application

15 Technology (APO12)  Services, Tools Adding applications that include risk assessment,
Infrastructure, and monitoring, and supervision features at BPRCCo.
Application

16  Technology (APO12)  Services, Tools Adding applications to support the process of
Infrastructure, and monitoring compliance with regulations.
Application

Table A4

RRYV analysis result for roadmap prioritization

No  Aspect Potential Improvement Score  Category

1 People Add an IT Security role that is responsible for all aspects of IT security management. 18 Medium

2 People Create a training program or townhall related to risk management. 12 Medium

3 People Create training programs or townhalls related to compliance with external policies, procedures, 12 Medium

and regulations.

4 People Add a Legal role responsible for guidance on legal and regulatory issues. 9 Low

5 People Create awareness in the form of media posters or videos related to risk awareness in 9 Low

organizations channeled through email.

6 People Create awareness in the form of media posters or videos related to awareness of compliance with 9 Low

internal and external provisions that have been authorized by BPRCCo.

7 Process Add procedures containing provisions, processes, and sub-processes in implementing compliance 18 Medium

governance.

8 Process Create an IT Quality Management program that contains findings, recommendations, and follow- 18 Medium

ups that will then be reported to relevant parties.

9 Process Adding provisions on the scale of evaluation of the company's processes and activities against 18 Medium

regulators 1 (one) time per 3 (three) months to the governance procedures.

10 Process Adding provisions related to conducting internal and external risk analysis with a time scale of 1 18 Medium

(one) time per 3 (three) months in the risk management procedure.

11 Process Adding supervisory records based on the execution of the follow-up plan of the findings. 12 Medium

12 Process Adding provisions related to the process of monitoring and reporting compliance status to 6 Low

relevant internal parties to the governance procedures.

13 Technology Add tools that can assist BPRCCo in minimizing risks related to incident handling management. 12 Medium

14  Technology Adding software that has the function to manage bank governance and compliance. 9 Low

15  Technology Adding applications that include risk assessment, monitoring, and supervision features at 6 Low

BPRCCo.
16  Technology Adding applications to support the process of monitoring compliance with regulations. 6 Low
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Table A5
Roadmap implementation of the designed recommendation
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Roadmap Timeline

Recommendation Category 2025 2026
Q1 | Q2 | Q3| Q4| Q1 | Q2]Q3|0Q4

People Aspect

Add an IT Security role that is responsible for all aspects of IT security Medium

management.

Create a training program or townhall related to risk management. Medium

Create training programs or townhalls related to compliance with external Medium

policies, procedures, and regulations.

Add a Legal role responsible for guidance on legal and regulatory issues. Low

Create awareness in the form of media posters or videos related to risk Low

awareness in organizations channeled through email.

Create awareness in the form of media posters or videos related to awareness of ~ Low

compliance with internal and external provisions that have been authorized by

BPRCCo.

Process Aspect

Add procedures containing provisions, processes, and sub-processes in Medium

implementing compliance governance.

Create an IT Quality Management program that contains findings, Medium

recommendations, and follow-ups that will then be reported to relevant parties.

Adding provisions on the scale of evaluation of the company's processes and Medium

activities against regulators 1 (one) time per 3 (three) months to the governance

procedures.

Adding provisions related to conducting internal and external risk analysis Medium

with a time scale of 1 (one) time per 3 (three) months in the risk management

procedure.

Adding supervisory records based on the execution of the follow-up plan of the ~ Medium

findings.

Adding provisions related to the process of monitoring and reporting Low

compliance status to relevant internal parties to the governance procedures.

Technology Aspect

Add tools that can assist BPRCCo in minimizing risks related to incident Medium

handling management.

Adding software that has the function to manage bank governance and Low

compliance.

Adding applications that include risk assessment, monitoring, and supervision Low

features at BPRCCo.

Adding applications to support the process of monitoring compliance with Low

regulations.
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